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£0/0
22.22.22.2/24

DMZ

22.22.22.1/24

R1 inside

outside
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33.33.33.1/24
11.11.11.2/24

6. MCEREHEE IP HHEFIBRIARRH
HANEEER

EEEC
R1(config)#int f0/0

AEOSE P HhiE
R1(config-if)#ip add 11.11.11.2 255.255.255.0

FTEO
R1(config-if)#no sh

FCEENIABE
R1(config)#ip route 0.0.0.0 0.0.0.0 11.11.11.1

ER2. RREE FESE

3

33.33.33.2/24
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Connected to Dynamips VM "R1"™ (ID 4, type c3600) - Console port
Press ENTER to get the prompt.

Enter configuration commands, one per line.
Rl (config) #int £0/0
config-if)#ip add 11.11.11.2 255.255.255.0

INK-3-UPDOWN: Interface FastEthernet0/0, changsd state to up
:00:49: 3LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed state to up
(config) #exit

5 I: Configured from console by console

g: Attempting to overwrite an NVREM configuration previously written
ion of the system image.
NVRAEM configuration? [confirm]

Connected to Dynamips VM "R2" (ID 5, type c3600) - Console port
Press ENTER to get the prompt.

Configuring from terminal, memory, or network [terminall]:?
Enter configuration commands, one per line. End with CNTL/Z.
R2 (config) #int £0/0
R2 (config-if)#ip add 22.22.22.2 255.255.255.0
R2 (config-if) #no sh
R2 (config-if) #en
%LINK-3-UPDOWN: Interface FastEthernet0/0, changed state to up
:01:42: 2LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed state to up

5-CONFIG I: Configured from console by console

to overwrite an NVREM configuration previously written
of the system image
NVREM configuration

nnected to Dynamips VM "R3™ (ID 6, type c3600) - Console port
Press ENTER to get the prompt.

terminal, memory, or network [terminal]:?
Enter configuration commands, one per line. End with CNTL/Z.
R3 (config) #int f0
255.2

config-if) #no

config-if) #

02:29: INK-3-UPDOWN: Interface FastEthernet0/0, changed state to up

—-UPDOWN: Line protocol on Interface FastEthernet0/0, changed state to up

5-CONFIG I: Configured from console by console
g: Attempting to overwrite an NVREM configuration previously i

by a different version of the system image.
NVREM configuration
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7. BCEREHAE telnet
ERELES A 0 7 15
R2(config)#line vty 0 15

telnet 2585 24 cisco
R2(config-line)#password cisco

ARILEEFESE

# R2 - O e

8. EEPRIEED IP IZR
HAEREER
wEO

pixfirewall(config)# int el

AREADE IP Mt
pixfirewall(config-if)# ip add 11.11.11.1 255.255.255.0

Fr#ER

pixfirewall(config-if)# no sh

wEEA

pixfirewall(config-if}# nameif inside

AEARERER
pixfirewall(config-if)# security-level 100
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9. ECERAERRIAMH
P R IXESMBEYH R B9 T —BkERE 33.33.33.2
pixfirewall(config)# route outside 0 0 33.33.33.2

11. ECERKIEARM Y ML Ftitt
AVFFIERNARBEN (R1) mIb#ITERER
pixfirewall(config)# nat (inside) 1 0 0



Web Security Configuration Experience HEARE /9

7B SRS E R FE AL A S e R (R2. R3)
pixfirewall(config)# global (outside) 1 33.33.33.10-33.33.33.20 netmask 255.255.255.0
pixfirewall(config)# global (DMZ) 1 22.22.22.10-22.22.22.20 netmask 255.255.255.0

nat 100

12. BFEEE: R1 (AM) oI telnet 2| R3 (4MM) . R2 (DMZ)

2@ R1 = O X

13. &FFPHXIEBIFE show xlate

PIXT - o x
P

14. BCE R2 M DMZ FI5MM By E7S 18R i3
pixfirewall(config)# static (DMZ,outside) 33.33.33.3 22.22.22.2 netmask 255.255.255.255

15. ECEihaEHFIR
B HniEEF R 110, RFTEVERE(T E AR icmp F tep 3R

pixfirewall(config)# access-list 110 permit icmp any any

pixfirewall(config)# access-list 110 permit tcp any any

Bih 4= 55 =R A T4 0
pixfirewall(config)# access-group 110 in interface outside
pixfirewall(config)# access-group 110 in interface DMZ
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16. BFECE: M R3 (4MM) TTIY telnet E| R2 (DMZ) (EREZFTEISMN IP Hutik)

@ R2 = O X
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BRI el outside
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18. EEIMZHEBERMH
FERSIBES, b0 Windows Server 2003

AR RETBERKFBARS

d

E;[ iwi Syslog Service Manager (¥erszion 8.0.2)

File Edit ¥iew | Manage Help

..!Il- @ m & E Install the Syslogd serwvice
= Uninstall the Sy=logd service
Date il Start the Syslogd service +r1+F1
| 0 === Stop the Syslogd service 2z

Ping the Syslogd =zervice CirltF

Show the Syslogd service state CirliF4 \

Debuz options L4

=

| 100% |2mPH | | 1643 [ 06252021
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¥ TSEE ? X
v Clouds c1 Al
cl

LAZKF IO NIO UDP NIO TAP NIO UNIX NIO YDE NIO NWULL
B, A BN GEEAdnini s tatorBir oot A R)

rpcap://\Device \NPF_ {2693CC2D-D64B—4F02-4390-4F43664F20CF} : Network adapter ’¥iiware Virtual Ethernet Adapter’ on ~

[ork adapter ’VMvare Virtual Bthernet Adapter’ on local host: Vvare Network Adapter Vinet8| | Mfn(a) P (D)
nio_gen_eth:\device\npf_{2693cc2d-d64b-4f02-a330-ae43664f20cf} \
LinugPAZFINIO (R HLine, ERrootifEHER \

\ [ @me | R

Rosot Gl | iy

1 22.22.22.2/2
11.11.11. 1/24 R2  22.22.22.1/24 s ide

) nio gen eth:\device\npf {2693cc2d-d64b-4f02-2390-ae43664f20cf}
VMware Network Adapter VMnet8 ‘
EHH

11.11.11. 2/24

21. EEEREHEHIEOIP
BENEFIBEASNMEORE P ik FFFTH

FE— %%

22. BECER;ANEERD IP FIER
FBEARKENENMEORE P it HTH
HENEORE nameif IXE security-level

[ E—/sLie

23. BECER XA (FHSERH)
SN EIREE T —Bkh 192.168.1.2
pixfirewall(config)# route outside 0.0.0.0 0.0.0.0 192.168.1.2

AR 11.11.11.0/24 MERREIRE T—BkA 22.2222.1
pixfirewall(config)# route inside 11.11.11.0 255.255.255.0 22.22.22.1

24. 5 HEEMKIEH SRS =R
(1) PEAMNESRSEEN 11.11.11.2
pixfirewall(config)# logging host inside 11.11.11.2

(2) &EHEZH informational
pixfirewall(config)# logging trap informational
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(3) REREE

pixfirewall(config)# logging timestamp

(4) RERE ID AFFEH cuit2
pixfirewall(config)# logging device-id string cuit2

(5) BRABERFE
pixfirewall(config)# logging on

25. Wi E: AEMINRKGETUERBES

Sy=log Service Banager (Fersiom §.0.

File Edit ¥Yiew Manage Help
b 4] @ A @ |Display 00 [Defaut)  ~|

Date | Time | Priority | Hostname | Message

06-25-2021 17:48:53 Locald Info 22.22.222 Jun 25 2021 09:48:52 cuit? : ZPIX-6-302015: Built outbound UDP
connection 2 for inside:11.11.11.2/514 [11.11.11.2/514] to NP
Identity Ifc:22.22.22.2/514 [22.22.22.2/514)

06-25-2021 17:48:53 Locald.Info 2222222 Jun 25 2021 09:48:52 cuit? : %PIX-6-302016: Teardown UDP
connechtion 1 for inside:11.11.11.2/514 to NP Identity
Ifc:22.22.22.27514 duration 0:02:02 bytes 337

06-25-2021 17:47:35 Locald.Info 22.22.22.2 Jun 25 2021 09:47:34 cuit2 : %PIX-6-302015: Built outbound UDP
connection 1 for ingide:11.11.11.2/614 [11.11.11.2/514] to NP
Identity Ifc:22.22.22 2/514 [22.22.22 2/514)

06-25-2021 17:47:35 Locald Info 2222222 Jun 25 2021 09:47:34 cuit? : ZPIX-6-302016: Teardown UDP
connection 0 for inside:11.11.11.2/514 to NP ldentity
Ifc:22.22.22.27514 duration 0:04:04 bytes 816

06-25-2021 17:46:16 Locald Notice 2222222 Jun 25 2021 09:46:16 cuit? : ZPIX-5-111008: User 'enable_15"
executed the ‘hozstname pixfirewall' command.

06-25-2021 17:45:57 Locald Motice 2222222 Jun 25 2021 09:45:57 cuit? : ZPIX-5-111008: User 'enable_15" LI

asvanrubad tha "hasknama 17 ~anmmand

| 100% [oMPH | [17.48 | oe2520m
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3 AAAAIFEEE
26. SSERFP

11.11.11.2/24
c1 - 11.11.11.1/24 R1 22.22.22.1/24 22.22.22.2/24 PIX1

inside

27. EEMYVIRE AAA B
FERSIEES, b0 Windows Server 2003

B CiscoSecure ACS — Microsoft Internet Explorer

THE &EE@ ZFQW WWe IA@ Fho

QRFRE -0 -H @ | Pex LwEx e o B

itk @) [&] weip://127.0.0. 1 1618/ B R

Cisco SsTems User Setup (x]

e Juewsc |

Network Access
Profile

£
User Status Group ‘

?_E_ | S5 User: o G a
. efault Group
iy (|t Find Add/Edit admin| Enabled users) ‘(DEFBUH)

Cornponents

S| Network
g | Configuration List users beginning with letter/number:

ABECDEFGHITELN

System
Configuration

Py

==1,_| Interface
|- Configuration

Adminiztration
Control
External User Remove Dynamic Users
Databases

Paosture
Walidation

@ Back to Help |
Hetwork Bccesd

Frofiles

| Reports and
Activity

= | Online
A=) | Docurnentation

@ I ¥

AR BERE DK FREEEFE AR
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28. 7E AAA B{EHFHINAAA B/ (B )

MHFE) MEE FEW U@ w TRO AR

£ =coSecure ACS ecrosoft Internet Explorer

AAATNIEECE / 16

QFRE -0 -H & o Pex Lumk @ (- B

Hitk m) IE}\U.F:HIZT 0.0.1:1153/

tuo s  Network Configuration

N S ——

L
T

E

SeQ AAA Clients
Shared Profile n : -
%y Components AAA Client AAA Client IP Authenticate
- — Hostname Address Using
Network E
]& Conilolrstion | pixfirewall ‘11.11.11‘1 ‘ TACA?g;)(CISED

7 add Entry Search
Configuration

=Y Systemn

775 | Configuration
Administration
Control

|%Q AAA Servers

Esternal Liser

[

7]

Zaldhases AAA Server AAA Server IP AAA Server
Validation
| cuit |11.11.11.2 |C\5cnSecure ACS

Hetwark Access]
Frofiles

‘ Reportsand
Aclivity

@% Online

E=E Documnentation

add Entry Search
? Back ta Help

Network Device Groups

Adding a Network Device Group

Editing a Network Device Group
Deleting a Network Device Group
Searching for Network Devices

AAA Clients

Adding a AAA Client

» Editing a AAA Client

Deleting a AAA Client

* AAA Servers

Adding a AAA Server

Editing a AAA Server

Deleting a AAA Server

* Proxy Distribution Table

Adding a Proxy Distribution Table Entry
Sorting Proxy Distribution Table Entries
Editing a Proxy Distribution Table Entry

Menage Help
Display [
Priority I Hostr

Deleting a Proxy Distribution Table Entry

Note: This page changes depending your interface
configurstian, If you are using Netwark Device Groups
(HDGs), after you dick Metwork Configuration in the
navigation bar, only the Network Device Groups table and
Praxy Distribution Table infarmation appear, If you are not
using NDGs, the ARA Clients table and the Af4 Servers table
appear in place of the Metwork Device Groups table.

Network Device Groups 4|

29. 7E AAA B{EF I A

I E REE FEW WWE ITA@ o

CiscoSecure ACS croseft Internet Explorer

I I

QRE-O-MRE m|Per SwEx €0 2 B

Hidt @) @http FA127.0.01:1183/

ol B wa e

Cisco Svsrems

User Setup

L [Srou
1T | setup
gy |ShareaPronie
Components
B Neturork
¥ | Configuration

User:
Find | add/Edit

a
System

78 | Configuration

==l | Interface

[Tl Gontiarstion
Administration
Contral

ﬁ | Excternal User
Databases

List all users

Remowve Dynamic Users |

Fosture
Validation
Network Acceso]
rofiles
Reportsand
Activity

Qnline
Docurnentation

? Back to Help |

=1

(xI

User |status Group Metwork Access
Profile
admin [Enabled pefault Group (2 ‘(Defau\t)
users)
test  |Enabled pefault Group (2 ‘(Defau\t)
Lsers)

T
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30. EeEREHERIEOIP
BEASIMHENEMNMEORE P ik FF+THF

BRI

31. ECEPXIEERN IP FIZIR
FEARAENENMEORE P it FTH
HENEORE nameif & security-level

[ 2 B Sc5e

32. EEERAIERRH (FHSHEH)
AR 11.11.11.0/24 MEHEIEE T—BkA 2222221
pixfirewall(config)# route inside 11.11.11.0 255.255.255.0 22.22.22.1

33. 3HEE AAAAIE

(1) P, 1: IBERSRAE aaa-server *
SRS cuit AIZKEY tacacs+
pixfirewall(config)# aaa-server cuit protocol tacacs+

(2) HB,2: IBEINMEIRS SR aaa-server * host
FEEMRS =R cuit (YU A 1111112
pixfirewall(config-aaa-server-group)# aaa-server cuit host 11.11.11.2

R B Z A0 Y A )
pixfirewall(config-aaa-server-host)# key ciscol23
pixfirewall(config-aaa-server-host)# timeout 10

TR BERESRMEE—H
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=100

E:
3
% |

s

= | System
=5 | Configuration

Group
Setup

Shared Profile
Cornponents

MNetwork
Configuration

Interface

Administration
Control

External User
Latabases

3

=

Posture
Walidation

Netwvark Access|
Profiles

!

Reportzand
Activity

ol

B

Online
Docurnentation

THE SEE@ ZEW EEW TEOD B | A

QFE - - 2 | PEx SuwEE e - n B

Hidk @ [&] netp:i/127.0.0.1:3890/ R EE
tscSurews — Network Configuration X

_

AAA Client Setup For
pixfirewall

B44 Client |F2-22-22.2 |
IP Address _I
Key |ci500123

Authenticate

Using | Tacacs+ (Cisco 105)

- Single Connect TACACS+ AAA Client {Record stop ir
accounting on failure).

[T Log Update/watchdog Packets from this ass Client

[ Log RADIUS Tunneling Packets from this Ass Client

i Eﬁsﬁce RADIUS Part info with Username from this &

Submit Submit + apply | Delete |

| Cancell

—

Delete + Apply

oo B
AAA client IP Address

Key

Network Device Group

Authenticate Using

Single Connect TACACS+ AAA Client

Log Update /Watchdog Packets from this AAA Client
Deleting a AAA Client

Renaming a AAA Client

Log RADIUS Tunneling Packets from this AAA Client

Replace RADIUS Portinfo with Usermame from this AAA
Client

AAA Client IP Address
Type the IP address infarmation for this Ada client,

If you want to designate more than one AfA client
with a single A#A dient entry in ACS, you can specify
the IP address for each Af4 client to be represented
by this AAA client entry, To separate sach IP address,
press Enter,

“fou can use the wildcard asterisk (*) for an octet in
the IF address. For example, if you want every AfA
client in your 192,1658,13.1 Class C network to be
represented by a single A48 dient entry, enter
192.168.13.% in the Ada Client IP Addreszs box.

“ou can define ranges within an octet of an IP

addvass Fov avaranla i nno want ausv &8s cliant

o

4

%l:

]

T [ [ @

v

(3) HB3: &

®E A telnet

EIMEA R aaa authentication

pixfirewall(config-aaa-server-host)# aaa authentication telnet console cuit
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34. WIFECE: MEHI telnet B A, FEMAAFABHNED

ccount Disabled
Telnet 22 22 22 2
eleting a Username

ipplementary User Info

assword Authentication

soup to which the useris

User Access Uerification

llback Username: admin

ient IP Address Assignm Passwoprd: =meewxx

Type help or '?* for a list of availabhle commands.
pixfirewall

dvanced Settings
atwork Access Restrictio

ax Sessions

sage Quotas

ccount Disable
ownloadable ACLs
dvanced TACACS+ Settin

ACACS+ Enable Control

ACACS+ Enable Passwor
ACACS+ Outbound Passwe
ACALS+ Shell command |

nd Authorization f
pplications
ACACS+ Unknown Servict

TF RADIUS Attributes
ADIUS ¥Yendor-Specific A
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35. BZE PIX Key # Serial
A WS BRBEEMENAIEZRISEK

Running Activation Key: 0x052a1524,0x3712a12b,0xb636cc54,0xal78eeac
Serial Number: 0x302BDE18

VPNECE / 20

v EREIR ? b

—12 [Qemu

Dynamips MBE  QemEFSHL PIY oo A IDS AW+

Capture

Qemu PIORE

VirtualBox ERITET: [pixr2 J
Ti#HIER: bourity Configuration\tosls\pix72l.bin|| ...
P73 : [128 KiB g
s R 2
FIFEHR:  e1000 B
Genu BEW: | |
PIXE{HIBE
Key: [0x062a1524, 0x3712a12h, 0xbb36cc54, Oxal THecac |

Serial: [0x302BDE18

R bl
PIXiE (&

IR RREE

pix721 D:\5 Books & Study\School Study\Web Security ...

36. KB+

outside

outside
PIN01 192 168.1.1/24 R1 192.168.6. 1/24 FPIX02
[ e0 £0/0 ﬁ £1/0
Inslde |, 192.168. 1. 2/24 192. 168. 6. 2/24 o1 Inside
10.1.1.1/24 10.1.6.1/24
10.1.1.2/24 10.1.6.2/24
0 ; 0

37. ECERKHSREOIP

R2 -> R3 fEMVPN
R2 -> R1 AEVPN

FENSMERNEMEOLE P T

o

ZH

1]

et
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38. ECEIRH=RRIAMH
R2(config)# ip route 0.0.0.0 0.0.0.0 10.1.1.1

R3(config)# ip route 0.0.0.0 0.0.0.0 10.1.6.1

R1(config)# ip route 10.1.1.0 255.255.255.0 192.168.1.1
R1(config)# ip route 10.1.6.0 255.255.255.0 192.168.6.1

39. ECEPXIEIERN IP FIZIR
FEARAENENMEORE P it FTH
HENEORE nameif & security-level

EEA e

40. ECERSAEERRH (BHSHEH)
PIX01 E SN Ay T —BkHhit 5 192.168.1.2
pixfirewall(config)# route outside 0.0.0.0 0.0.0.0 192.168.1.2

PIX02 BISMW A T —Bkith it 0 192.168.6.2
pixfirewall(config)# route outside 0.0.0.0 0.0.0.0 192.168.6.2

41. WiFAECE: ping
o] )M PIX1 ping 1@ R2. R1 # PIX2 F95MERIZEO,
o] )M PIX2 ping 1@ R3. R1 # PIX1 A95MERIZEO

42. BIERT KBS
KB R B RE

pixfirewall(config)# activation-key 0x052a1524 0x3712a12b Oxb636cc54 Oxal78eeac

x RARTEERMIAE

43. WBiFERE: show version
pixfirewall# show version

& NEIUA Enable, N ARG KIS E £R0E

VPNECE / 21
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R PIX01 - a X

J Pentium IT 1 MHz

: Enabled
: Enabled

44, ECE IKE
(1) FTFBIKEETNEE

pixfirewall(config)# isakmp enable outside

(2) BCEXRE
375K 10
pixfirewall(config)# isakmp policy 10

FCE RS 10

pixfirewall(config-isakmp-policy)# encryption des
pixfirewall(config-isakmp-policy)# hash sha
pixfirewall(config-isakmp-policy)# authentication pre-share
pixfirewall(config-isakmp-policy)# group 1
pixfirewall(config-isakmp-policy)# lifetime 86400

(3) EERE

PIRRE, FEFEBEER (EENTED PHIERNEER T, ETXD)
pixfirewall(config)# tunnel-group 192.168.6.1 type ipsec-I2l

(B—F:KEE A pixfirewall(config)# tunnel-group 192.168.1.1 type ipsec-12I)
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PENBEIE 192.168.6.1, W EMMAFHbU A cisco123
pixfirewall(config)# tunnel-group 192.168.6.1 ipsec-attributes
pixfirewall(config-tunnel-ipsec)# pre-shared-key ciscol123

45. BRIKEECE
pixfirewall# show run crypto isakmp

2 PIXO1 - O X

46. BE IPSec
(1) RERMERE
BGBRES 10110 2 10160 RE (B—MHAEER)

IR [al3E 515k 101
pixfirewall(config)# access-list 101 permit ip 10.1.1.0 255.255.255.0 10.1.6.0 255.255.255.0

(B —"NBrktg A pixfirewall(config)# access-list 101 permit ip 10.1.6.0 255.255.255.0 10.1.1.0
255.255.255.0)

REANIZR E MR
pixfirewall(config)# nat (inside) 0 access-list 101

(2) ®REFWER
REHA test (BEER), X esp-des FHtRI\, XH esp-md5-hmac IIEE X
pixfirewall(config)# crypto ipsec transform-set test esp-des esp-md5-hmac

BRAA B SRR 2

(3) EEBHE

B MEHERIRCUIT

kg 10

HE)IEHFIR 101 (BBRE)

WEMIE (5—iaIsMEREE QML) 0 PIX1 2 192.168.6.1; PIX2 2 192.168.1.1
RHRETE test
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B A4 7FHFE 28800

pixfirewall(config)#crypto map CUIT 10 match address 101

pixfirewall(config)# crypto map CUIT 10 set peer 192.168.6.1

pixfirewall(config)# crypto map CUIT 10 set transform-set test

pixfirewall(config)# crypto map CUIT 10 set security-association lifetime seconds 28800

(4) R FABREYEREIRG K EESMERIE O

pixfirewall(config)# crypto map CUIT interface outside

47. EFRBHXIBEMZE

pixfirewall# show crypto ipsec stats

48. WIFACE: ping
R2 T [Y ping & R3, ping —&X, 5 N8, SB— 1 8H<SFH TEMICEKIN—, MILRIER K& VPN
FCER .

fFln, THEIER, BEXMBOHELE 14, ping —X, 5/NELE, NBEICEFE+S.

2 PIX01 = O X
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49. BFECE: telnet

7£ R3 L% & Telnet L, ZHLLE cisco:
R3(config)#line vty 0 15
R3(config-line)#password cisco

M R2 Telnet & R3, #HjA\Z3HL cisco:
R2#telnet 10.1.6.2

=SB A ERIE R EUE N



Web Security Configuration Experience VPN ECE / 26

50. WiFECE: AFE VPN 1R

# PIX1 ECE b E%

pixfirewall(config)# nat (inside) 1 0 0

pixfirewall(config)# global (outside) 1 192.168.1.3 netmask 255.255.255.0

7£ R1 Bi% & Telnet 8L, ZHDLE cisco:
R1(config)#line vty 0 15
R1(config-line)#password cisco

M R2 Telnet | R1, #HAZHL cisco,

B KEE REASIEIN, WERAEE VPN,
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5 E#MbIASECE

51. Rt
admin )PIXl test
el. 2(int1) el. 3(int2)

22.22.22.1/24 33.33.33.1/24

inside

22.22.22.2/24 33.33.33.2/24

52. BB

v @@ Ethernet switches : ‘ SW1 jﬁjl{—:_l: ‘

SW1
R prm|
wo: ¢ Bl g wian mm
vLAN: 1 1 dotiq
e 2 2
3 3 access

| #mw || BB

] [ o | s

53. EeEREHERIEOIP
FENEFIBHENESNMZEOEE P U
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54. FTFFBA K EREHURS K EETh&E

pixfirewall(config)# mode multiple

T REXHEEBDAE

55. IBiFECE: show mode
pixfirewall# show mode
Security context mode: multiple

56. ECERIAEETFIEQ, AHEHSE VLAN
pixfirewall(config)# int el.2
pixfirewall(config-subif)# vlan 2
pixfirewall(config-subif)# int e1.3
pixfirewall(config-subif)# vlan 3

57. RERE®LTX, »HSEREA
pixfirewall(config)# context admin
pixfirewall(config-ctx)# allocate-interface el.2 intl
pixfirewall(config-ctx)# allocate-interface e0
pixfirewall(config-ctx)# config-url admin.cfg

pixfirewall(config)# context test
(
(
(

pixfirewall(config-ctx)# config-url test.cfg

pixfirewall(config-ctx)# allocate-interface 1.3 int2

pixfirewall(config-ctx)# allocate-interface e0

58. #%|% 4 F TX changeto context
#E =g FT X admin

pixfirewall(config)# changeto context admin
pixfirewall/admin(config)#

2 PIX1 — O X

BREMEA—PIEKEEER, TR —HHTEE

59. XL TXHEER XEED IP FEFR
FEARKENGNMEORE P it
HENEORE nameif 1R security-level

BRI

60. XL FTXHEER XIEERQ MAC it
pixfirewall/admin(config-if)# mac-address 0000.0000.0002
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61. FEXEOITHEN

B TEae T UEE R %
pixfirewall/admin(config)# changeto system
pixfirewall(config)# int el
pixfirewall(config-if)# no sh

I FEOAEE nosh

62. WIiFFCE: ping
&2 R1
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